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We all deserve the world-
changing, rational, 
utopian IoT Phil Levis 
has described.

But it’s not what  
we are getting.



6 Reasons



IoT: “The internet of unmaintained, 
insecure, and dangerously 
hackable things.”

Argument #1: Security Nightmare

- Peter Bright
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Limited commitment 
to device updates



When asked if the entire scope 
of the Internet of Things would 
be “a security nightmare or a 
signals intelligence bonanza,” 
he replied, “Both.” 

“As my job is to penetrate other 
people’s networks, complexity 
is my friend,” he said. “The first 
time you update the software, 
you introduce vulnerabilities, or 
variables rather. It’s a good 
place to be in a penetration 
point of view.”

https://theintercept.com/2016/06/10/nsa-looking-to-exploit-internet-of-things-including-biomedical-devices-official-says/



How confident in your government’s 
safeguarding of your privacy would you 

be if you lived in…

U.S. ChinaTurkey Syria





…spending roughly $100,000 in seized 
assets on surveillance equipment to dig 
up evidence of dirty deeds by city council 
members and complaint-filing citizens 
with them aim of blackmail and extortion.





We were promised jetpacks… 
…and all we got were  

internet-connected crockpots.

Argument #2: Lack of actual benefit





















Pointless Products

• Selling you a $1 gadget for $99 by adding 
Bluetooth LE 

• DRM lock-in for supplies - just what consumers 
want. 

• “Optimizing” and measuring aspects of daily life 
that don’t need measurement.





Questionable value proposition, 
but clear maintenance cost.

Argument #3: Maintenance complexity



https://twitter.com/dakotathekat/status/744504193847791616







Lightbulb firmware update

“My bulbs are at 7E. I keep getting prompted to 
update every once in a while. About 70% of the 
time I get an upgrade failed message. The rest of 
the time I get the update completed message, but 
bulbs still show 7E. “ 
  







We’re now all sysadmins - minus 
the expertise and actual control; 
and with less secure systems.





The other world of waste: 
IOT makes durable goods  

obsolete, faster.

Argument #4: Unsustainable



Does not  
exist anymore



Segal Lock.  
Lifespan: ~100 years

August Bluetooth Lock.  
Lifespan:?



Average Life Expectancy (Years)

Ranges, Gas 19
Freezers 16
Ranges, Electric 16
Dryers, Electric 14
Ranges, Hoods 14
Refrigerators, Standard 14
Dryers, Gas 13
Garbage Disposals 13
Dishwashers 12
Washing Machines 12
Trash Compactors 11

Laptop 3-4
Smartphone 2-4

…



Lifetime: 
3 years



Source: 
M. Kuniavsky



Infrastructure Fashion





Hardware development is 
increasingly becoming like 
software development… 

…and that may not be a 
good thing.



Therac 25



We don’t even need black hats…





Data & algorithms are not intrinsically 
“neutral” or “objective”- 

they often reflect and perpetuate 
social biases and inequalities.

Argument #5 - Bias





http://www.bloomberg.com/graphics/2016-amazon-same-day/
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https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing

https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing


Gender Bias

“…computer scientists at Carnegie Mellon 
University found that women were less likely than 
men to be shown ads on Google for highly paid 
jobs.”

http://www.nytimes.com/2016/06/26/opinion/sunday/artificial-intelligences-white-guy-problem.html



Each new IOT deployment is a new 
opportunity to fall short of our societal ideals -  
reassigning decisions from the public 
deliberation and the political process to 
software engineering.





You are the (data) 
product.

Argument #6 - Data



…brought to you by your smart bathroom



“The escalation in 
personal activity and 
location data could 
be used to make 
employment, credit, 
and insurance 
decisions.”

http://www.fastcompany.com/3044046/tech-forecast/welcome-to-privacy-hell-otherwise-known-as-the-internet-of-things







“The potential ramifications of the fire sale provisions 
became clear two years ago when True.com, a dating 
site based in Plano, Tex., that was going through a 
bankruptcy proceeding, tried to sell its customer 
database on 43 million members to a dating site 
based in Canada. The profiles included consumers’ 
names, birth dates, sexual orientation, race, religion, 
criminal convictions, photos, videos, contact 
information and more.”  
(NYT, 06/29 2015) 





Summary of Arguments
1. We are well on our path to a security nightmare. 

2. Many IOT products lack actual benefits. 

3. Many IOT products place significant maintenance 
costs on their users. 

4. The built-in obsolescence of IOT devices is 
unsustainable; the development speed could actually 
be dangerous.  

5. IOT systems have the danger of perpetuating bias and 
inequality. 

6. Data will be bought, sold and used against our wishes.



The societal costs of IOT as 
currently conceived and 
implemented 
outweigh its benefits.

If you agree that this is true, 
vote against the resolution.
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