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Secure Internet of Things

Björn Hartmann

• Assistant Professor, UC Berkeley!
▶ Ph.D. in CS from Stanford, 2009  
 
 
 
 

• Research: Human-computer 
interaction at the intersection of 
hardware and software!
▶ User interface design & prototyping tools!
▶ User interface software architectures
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Philips HUE

NanoTouch

Nest

Pebble Oculus
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Source: iotlist.co/category/Kickstarter

http://iotlist.co/category/Kickstarter
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Source: iotlist.co/category/Kickstarter
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Secure Internet of Things

“Indie” IoT Realities

• Enabled by digital desktop fabrication + small 
scale, rapid contract manufacturing (Shenzhen)!

• Anecdotally, successful crowdfunding now pre-
requisite for VC funding of consumer hardware!

• Encourages rush to “working prototype”, worry 
about DFM, robustness, security later!

• HW becoming like SW, but not in a good way: 
Compare to Web development practices
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Moss Up 2013Moss Up 2013

CITRIS INVENTION LAB
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Moss Up 2013Moss Up 2013

3D SCANNER

EQUIPMENT AND TOOLINGCITRIS INVENTION LAB



Title Text
• Body Level One	


• Body Level Two	


• Body Level Three	


• Body Level Four	


• Body Level Five
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EQUIPMENT AND TOOLINGCITRIS INVENTION LAB
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2-LAYER CIRCUIT BOARD MILL

EQUIPMENT AND TOOLINGCITRIS INVENTION LAB
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OBJECT 
ORIENTED 
HARDWARE

EQUIPMENT AND TOOLINGCITRIS INVENTION LAB



Source: adafruit.com

http://adafruit.com


Derrick Cheng 
Daniel Bruckner

BESPOKE INTERACTIVE DEVICE DESIGN



Zach Wasson	

Jackie Leverett	


Tim Lee
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DRINKE  
SMART CUP

Amy Pavel 
Steve Rubin 

Elliot Nahman 
Sean Chen











CAR, PhD
Daniel Haas 

Daniel Bruckner 
Chris Thompson





Car

Phone

Cloud

OBD II

Bluetooth

WiFi 
4G

CarPhD
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H2O IQ  
Drip Irrigation 

Controller

Valkyrie Savage	

Shiry Ginosar	

Mark Fuge



Garden Hub 
(Raspberry Pi Web Server)

PV-powered soil sensors 

Mobile UI
XBee 
802.15.4

HTTP



Ross Yeager	

Hassan Elahi	

JJ Liu	

Ryan Rho	


LaundryQb
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Biodesign Lab (Prof. Roy)

Department of Bioengineering & Therapeutic Sciences

UCSF School of Pharmacy
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Tablet!
User!

Interface

3-axis!
CNC!
Router

Consider Actuation
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Lessons learned

• MGC Architecture is dominant  
(embedded, gateway, cloud):!
▶ 3 different platforms, !
▶ 5+ different languages (C, Obj-C, Ruby, JavaScript, HTML)!

• Just getting this ecosystem to run is challenging!
• Devices are “prototyped into existence”: 

Choice of tools driven by accessibility, productivity!
• Driven by user/application considerations,  

not technology per se !
• Security not only an afterthought, but often actively  

resisted & circumvented
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Secure Internet of Things

Implications for Platforms
• Embrace iterative, prototype-driven 

development!
• Enable application (not technology) experts to 

be productive quickly!
• Provide desired (security/robustness/…) 

guarantees by embodying them in the API!
• Key question: what are appropriate 

abstractions that enable these desiderata?
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Multitouch

• Surface/
PixelSense	


• DiamondTouch	


• Perceptive Pixel	


• 3M Displays	


• Google Android	


• iPhone/iPad

Analogy: !
Gesture Recognition



[Engelbart & English ’63]



mouseDown()
mouseMove()

mouseUp()

User Events



touchesDown() touchesMove() touchesUp()

mouseDown()
mouseMove()

mouseUp()

User Events



touchesDown()

touchesDown()

touchesDown()

touchesMove()

touchesMove()

touchesMove()

touchesUp()

touchesUp()

touchesUp()

mouseDown()
mouseMove()

mouseUp()

User Events



Gesture Implementation



[Wobbrock ’09]

Managing Large Gesture Sets



[Wobbrock ’09]

Conflict Detection and Resolution

Managing Large Gesture Sets



gesture = !
gesture.finalTrigger(connectNodes());!
gestureMatcher.add(gesture);
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Declarative Specification

gesture = !
gesture.finalTrigger(connectNodes());!
gestureMatcher.add(gesture);
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Recognition Code Generation

Declarative Specification

gesture = !
gesture.finalTrigger(connectNodes());!
gestureMatcher.add(gesture);

Dn1 Dm2 Um2 Un1Mn1Mn1 M
m
2Mn1* **( )|



Conflict Detection

Recognition Code Generation

Declarative Specification

gesture = !
gesture.finalTrigger(connectNodes());!
gestureMatcher.add(gesture);
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m
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c

a a

c

pan	

Camera()

a a

a a

zoomCamera()

( (*
First Finger Down

One extra finger to pan

Two extra fingers to zoom

First Finger Up



Abstractions matter.

2.1x

4.7x



MGC

eMbedded 
Hardware Gateway Cloud

Bluetooth WiFi/
4G



Consumer Devices

Embedded
Sensing Display

Phone
UI

Relay
to cloud

Server
Aggregation/
Reporting

Web UI

Medical Devices

Student Projects
Barrel Gauge — — —

Driving Suggestions —

Retainer
Smart Water Bottle

—
—

— —

FitBit



Embedded
BLE Stack

Phone’s
BLE Stack

Phone’s
Inet Stack

Custom
Firmware

Fabryq 
Client Lib

Fabryq Phone
Fabryq 
Server

User’s 
Application

Fabryq 
JS API

Server’s
Inet Stack

Bluetooth 
Low Energy

HTTP over
WiFi / 3G

Embedded 
Device

Smart Phone Web Server Web Client

Application
developer’s code
Fabryq framework

Existing network stacks

Off-the-Shelf
BLE Device

Fabryq

W. McGrath!
M. Etemadi
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Summary

• IoT adoption will be driven by a large variety of 
different, domain-specific applications!

• Designers of these devices will look more like web 
developers than hardware engineers and systems 
programmers!

• Security and robustness are not part of prototyping 
practice - so tools and platforms must provide 
them
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